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= ELECTRONICALLY FILED

12/30/2024 6:07 PM
01-CV-2024-903135.00

CIRCUIT COURT OF
JEFFERSON COUNTY, ALABAMA
JACQUELINE ANDERSON SMITH, CLERK

IN THE CIRCUIT COURT OF JEFFERSON COUNTY, ALABAMA
BIRMINGHAM DIVISION

TAMMY BROWN, VANESSA BROOKS,
EMILY SMITH SANDERS, and ASHLEY
OAKES, individually and on behalf of all
others similarly situated,

Plaintiffs, Case No.: 01-CV-2024-903135

V.

ALABAMA CARDIOLOGY GROUP, P.C.
d/b/a ALABAMA CARDIOVASCULAR
GROUP,

)
)
)
)
)
)
)
;
) JURY TRIAL DEMANDED
)
)
)
)

Defendant.

CONSOLIDATED CLASS ACTION COMPLAINT

Plaintiffs Tammy Brown, Vanessa Brooks, Emily Smith Sanders and Ashley Oakes
(collectively, “Plaintiffs”), individually and on behalf of all others similarly situated, file this
Consolidated Class Action Complaint, pursuant to the Court’s November 14, 2024 Order, against
Defendant Alabama Cardiology Group, P.C. d/b/a Alabama Cardiovascular Group (“ACG” or
“Defendant”) and allege the following based upon personal knowledge with respect to themselves
and on information and belief derived from, among other things, investigation by Plaintiffs’
counsel and review of public documents as to all other matters:

I. INTRODUCTION

1. Plaintiffs bring this class action against ACG for its failure to properly secure and
safeguard Plaintiffs’ and Class Members’ (defined below) highly sensitive personally identifiable
information (“PII”), protected health information (“PHI”), as defined by the Health Insurance

Portability and Accountability Act (“HIPAA”), and other medical and financial information,
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(collectively, “PHI/PII” or “Private Information”) from criminal hackers.

2. ACG is a privately owned cardiovascular and cardiology medical practice group
comprised of over twenty-five (25) physicians and nurse practitioners who treat patients in central
Alabama at their main office at Grandview Medical Center in Birmingham and at their satellite
offices in Columbiana, Gadsden, Homewood, Pell City, Sylacauga, and Trussville.'

3. On or about August 2, 2024, ACG filed an official notice of a hacking incident with
the Massachusetts Attorney General’s Office’ and sent data breach notification letters® (the
“Notice”) to Plaintiffs and over 280,000 individuals*, who were current and former patients
(including minor dependents), guarantors, employees, and physicians at ACG, detailing that
unauthorized third parties accessed to its network that contained their highly sensitive PII/PHI.

4. Based on the Notice sent to Plaintiffs and Class Members, unusual activity was
detected on some of its computer systems. In response, Defendant initiated an investigation.
ACG’s investigation revealed that an unauthorized party had access to certain files that contained
sensitive patient information (the “Data Breach™).

5. Due to ACG’s highly inadequate cybersecurity policies, practices and procedures,
hackers had unfettered access to ACG’s network and systems for over twenty-five (25) days, as
the Notice admits that “ACG’s investigation determined that between June 6, 2024 and July 2,

2024, unauthorized parties gained access to the ACG network and obtained personal information.”

! See Contact Us, ALABAMA CARDIOVASCULAR GROUP, http://www.alcardio.com/contact.aspx and Our Physicians,
ALABAMA CARDIOVASCULAR GROUP, https://alcardio.com/physicians.html . (last visited Dec. 27, 2024).
2 Data Breach Notice, MASS.GOV (Aug. 2, 2024) https://www.mass.gov/doc/2024-1412-alabama-cardiovascular-

group/download.
3 Data Breach Notice, MASS.GOV (Aug. 2, 2024) https://www.mass.gov/doc/2024-1412-alabama-cardiovascular-

group/download.
4 Cases Currently Under Investigation, U.S. DEPARTMENT OF HEALTH & HUMAN SERVICES,
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf (last visited Dec. 18, 2024).
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A copy of the data breach notification letter that ACG sent to impacted individuals is attached
hereto as Exhibit A.

6. Plaintiffs and Class Members were, and continue to be, at significant risk of identity
theft and various other forms of personal, social, and financial harm. The risk will remain for their
respective lifetimes.

7. The Private Information compromised in the Data Breach contained highly
sensitive patient data, representing a gold mine for data thieves. The data included, but is not
limited to, full name, Social Security numbers, date of birth, address, email, driver’s license or
passport number, financial information (credit or debit card information and/or bank account
information), medical information (dates of service, diagnosis, medications, images, lab results,
treatment information), health insurance information that ACG collected and maintained.

8. This Data Breach was a direct result of ACG’s failure to implement adequate and
reasonable cybersecurity procedures and protocols necessary to protect Plaintiffs’ and Class
Members’ PII/PHI.

0. Armed with the Private Information accessed in the Data Breach (and a head start),
data thieves can commit a variety of crimes including, e.g., opening new financial accounts in
Class Members’ names, taking out loans in Class Members’ names, using Class Members’ names
to obtain medical services, using Class Members’ information to obtain government benefits, filing
fraudulent tax returns using Class Members’ information, obtaining driver’s licenses in Class
Members’ names but with another person’s photograph, and giving false information to police
during an arrest.

10. ACG disregarded the rights of Plaintiffs and Class Members by: intentionally,

willfully, recklessly, or negligently failing to take adequate and reasonable measures to ensure its
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data networks, systems and/or servers were protected against unauthorized intrusions; failing to
disclose that it did not have adequately robust computer systems and security practices to safeguard
Patients' PII/PHI; failing to take standard and reasonably available steps to prevent the Data
Breach; failing to monitor and timely detect the Data Breach; failing to provide Plaintiffs and Class
Members prompt and accurate notice of the Data Breach; and failing to provide comprehensive
and effective credit protection services after notification of the Data Breach.

11. As a result of ACG’s failure to implement and follow basic security procedures,
Plaintiffs’ and Class Members’ PII/PHI is now in the hands of thieves who, upon information and
belief, have committed criminal acts against them by misusing their data and/or have published
and/or sold their data on the internet (i.e., the “dark web”’) for others to view, access, and/or misuse.
Plaintiffs and Class Members have had to spend, and will continue to spend, significant amounts
of time and money to protect themselves from the adverse ramifications of the Data Breach and
will forever be at a heightened risk of identity theft and financial fraud.

12. Plaintiffs, on behalf of all other citizens of Alabama similarly situated, allege
claims for negligence, wantonness, negligence per se, breach of express and/or implied contracts,
breach of fiduciary duty, and unjust enrichment and seek to compel ACG to fully and accurately
disclose the nature of the Data Breach and the information that has been compromised, in addition
to adopting sufficient security practices and protocols to safeguard the Patients’ PII/PHI that
remains in its custody in order to prevent incidents like the Data Breach from reoccurring in the
future, because the risk of future harm from another ACG data breach is both imminent and
substantial.

13. ACG disclosed to its Patients that unauthorized third parties had access to its

networks and servers for over three (3) weeks, which was more than sufficient time to obtain and
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steal Plaintiffs’ and Class Members’ PII/PHI, leading to an imminent and substantial risk of
identity theft and other misuse of the Plaintiffs’ information.

14. ACG flagrantly disregarded Plaintiffs’ and the other Class Members’ privacy
rights by intentionally, willfully, recklessly, negligently and/or wantonly failing to take the
necessary precautions required to safeguard and protect their PII/PHI from unauthorized
disclosure.

15. Plaintiffs’ and Class Members’ PII/PHI was improperly handled and stored and
was otherwise not kept in accordance with federally prescribed, industry standard security
practices and procedures. As a result, Plaintiffs’ and Class Members’ PII/PHI was compromised,
accessed, and stolen.

16. ACG’s intentional, willful, reckless, negligent and/or wanton disregard of
Plaintiffs’ and Class Members’ rights directly and/or proximately caused a substantial
unauthorized disclosure of Plaintiffs’ and Class Members’ PII/PHI. The improper use of PII/PHI
by unauthorized third parties resulted in an adverse impact on the credit rating and finances of
Plaintiffs and the Class Members.

17. The type of wrongful PII/PHI disclosure made by ACG is the most harmful
because it generally takes a significant amount of time for a data breach victim to become aware
of misuse of that PII/PHI. Additionally, it takes a significant amount of time to protect oneself
against attempted and actual identity theft and financial fraud.

18. On behalf of themselves and Class Members, Plaintiffs bring this lawsuit because
they have suffered, and will continue to suffer, actual injuries and damages as a direct and/or
proximate result of ACG’s wrongful actions and/or inactions and the resulting Data Breach

including, but not limited to, unauthorized disclosure, publication, and dissemination of their
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PII/PHI on the internet, misuse of their PII/PHI, identity theft, financial fraud, loss of money and
time in combatting the attempted and actual identity theft and fraud, and emotional distress.

19. Additionally, Plaintiffs seek injunctive relief as a direct and/or proximate result
of ACG’s wrongful actions and/or inactions to prevent ACG’s next data breach, which is both
likely and imminent.

20. ACG’s wrongful actions and/or inactions and the resulting Data Breach have
placed Plaintiffs and Class Members at an imminent, immediate, substantial, and continuing
increased risk of identity theft and identity fraud.’ Indeed, Javelin Strategy & Research
(“Javelin”), a leading provider of quantitative and qualitative research, released a 2012 Identity
Fraud Report (the “Javelin Report”) quantifying the impact of data breaches. According to the
Javelin Report, individuals whose PII/PHI is subject to a reported data breach—such as the Data
Breach at issue here—are approximately 9.5 times more likely than the general public to suffer
identity fraud and/or identity theft. Moreover, there is a high likelihood that significant identity
theft and/or identity fraud has not yet been discovered or reported and a high probability that
criminals who now possess Plaintiffs’ and Class Members’ PII/PHI—if they have not already
misused the data—will do so later or re-sell it. Even if they are without such loss now, Plaintiffs
and Class Members are entitled to relief and recovery because Plaintiffs and Class Members are
under an imminent risk that their information will soon be misused similar to the misuse other
Plaintiffs have already experienced.

21. Plaintiffs, on behalf of themselves and the Class Members, seek actual damages,

economic damages, nominal damages, exemplary damages, injunctive relief, and costs of suit.

5 According to the United States Government Accounting Office, the terms “identity theft” or “identity fraud” are
broad terms encompassing various types of criminal activities, such as when PII/PHI is used to commit fraud or other
crimes (credit card fraud, phone or utilities fraud, bank fraud and government fraud (theft of government services)).
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22. There has been no assurance offered by ACG that all personal data or copies of data
have been recovered or destroyed, or that Defendant has adequately enhanced its data security
practices sufficient to avoid a similar breach of its network and/or system in the future.

23. Plaintiffs bring this class action lawsuit to address ACG’s inadequate safeguarding
of Class Members’ Private Information that it collected, stored, and maintained.

24. The potential for improper disclosure and theft of Plaintiffs’ and Class Members’
Private Information was a known risk to ACG, and thus ACG was on notice that failing to take
necessary steps to secure the Private Information left it vulnerable to an attack.

25. Plaintiffs’ and Class Members’ identities are now at risk because of ACG’s
negligent and/or wanton conduct as the Private Information that ACG collected and maintained is
now in the hands of data thieves and other unauthorized third parties.

26. Plaintiffs seek to remedy these harms on behalf of themselves and all similarly
situated individuals whose Private Information was accessed and/or compromised during the Data
Breach.

217. Accordingly, Plaintiffs, on behalf of themselves and the Class, assert claims for
negligence, wantonness, negligence per se, breach of implied contract, unjust enrichment, and
breach of fiduciary duty.

II. PARTIES

28. Plaintiff Tammy Brown is, and at all times mentioned herein was, a resident and
citizen of Walker County, Alabama.

29. Plaintiff Vanessa Brooks is, and at all times mentioned herein was, a resident and

citizen of Shelby County, Alabama.
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30. Plaintiff Emily Smith Sanders is, and at all times mentioned herein was, a resident
and citizen of Blount County, Alabama.

31. Plaintiff Ashley Oakes is, and at all times mentioned herein was, an individual
citizen of Etowah County, Alabama.

32. Defendant Alabama Cardiology Group, P.C. d/b/a Alabama Cardiovascular Group
is a healthcare services company incorporated in Alabama with its principal place of business
located at Grandview Medical Center, 3680 Grandview Parkway, Suite 200, Birmingham,
Alabama. ACG conducts business in Jefferson County and throughout Alabama.

33. Whenever reference in this Complaint is made to any act or transaction of ACG,
such allocations shall be deemed to mean that the principals, officers, employees, agents, and/or
representatives of ACG committed, knew of, performed, authorized, ratified and/or directed such
transaction on behalf of ACG while actively engaged in the scope of their duties.

III. JURISDICTION AND VENUE

34, Jurisdiction is proper in Alabama because, at all relevant times, ACG conducted
(and continues to conduct) business in Alabama, each Plaintiff received health services and
contracted with ACG to safeguard their PII and PHI in Alabama, Plaintiffs’ PII/PHI was stored on
ACG’s computer networks, systems and/or servers in Alabama, many of ACGs wrongful acts and
omissions took place in Alabama, and ACG’s principal place of business is in Alabama.

35. Venue is proper in Jefferson County pursuant to Ala. Code § 6-3-7 because a
substantial part of the events or omissions giving rise to this action occurred in Jefferson County,
ACG’s principal place of business is in Jefferson County, and ACG routinely conducts business

throughout Jefferson County.
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IV. FACTUAL ALLEGATIONS

A. ACG’s Business and Collection of Plaintiffs’ and Class Members’ Private Information

36. ACG is a healthcare services provider. Founded in 2003, ACG specializes in
ischemic, vascular and hypertensive heart disease as well as renal and peripheral vascular disease,
throughout Alabama. Upon information and belief, ACG employs more than 50 people and
generates approximately $16.3 million in annual revenue.

37. As a condition of receiving healthcare services, ACG requires that its patients
(including minors) and guarantors entrust it with highly sensitive personal and health information.
In the ordinary course of receiving service from ACG, Plaintiffs and Class Members were required
to provide their Private Information to Defendant.

38. In its official “Privacy Policy,” ACG promises its patients the following:

a. “We are required by law to maintain the privacy of your protected health
information and to provide you with notice of our legal duties and privacy
practices with respect to your protected health information.”®

b. “THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION
ABOUT YOU MAY BE USED AND DISCLOSED[.]”’

C. “We are required to abide by the terms of our Notice of Privacy Practices
(‘Notice’) currently in effect.”®

d. “ALL OTHER USES AND DISCLOSURES OF YOUR PHI REQUIRES

YOUR WRITTEN AUTHORIZATION.®

¢ Privacy Policy, ALABAMA CARDIOVASCULAR GROUP (April 14, 2003) http://alcardio.com/privacy.html.
TId.
$1d.
°Id.



DOCUMENT 89

e. “We have set up reasonable safeguards that protect against impermissible
uses and disclosures and limits incidental uses or disclosures.”!°

f. “We also have policies and procedures that set limits to ensure that, as
applicable, only the reasonable minimum necessary amount of your PHI is
used, disclosed and requested for certain purposes.”!!

39. Thus, due to the highly sensitive and personal nature of the information ACG
acquires and stores with respect to its patients, ACG, upon information and belief, promises to,
among other things: keep patients’ Private Information private; comply with industry standards
related to data security and the maintenance of its patients’ Private Information; inform its patients
of its legal duties relating to data security and comply with all federal and state laws protecting
patients’ Private Information; only use and release patients’ Private Information for reasons that
relate to the services it provides; and provide adequate notice to patients if their Private Information
is disclosed without authorization.

40. By obtaining, collecting, using, and deriving a benefit from Plaintiffs’ and Class
Members’ Private Information, ACG assumed legal and equitable duties it owed to them and knew
or should have known that it was responsible for protecting Plaintiffs’ and Class Members’ Private
Information from unauthorized disclosure and exfiltration.

41. Plaintiffs and Class Members relied on ACG to keep their Private Information

confidential and securely maintained and to only make authorized disclosures of this Information,

which Defendant ultimately failed to do.

107d.
nd.

10
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B. The Data Breach and Defendant’s Inadequate Notice to Plaintiffs and Class Members
42. According to Defendant’s Notice, it learned of unauthorized access to its computer
systems on July 2, 2024, with such unauthorized access having taken place between June 6 and
July 2, 2024.12
43. To make matters worse, ACG already admitted that “unauthorized parties gained
access to the ACG network and obtained personal information.”!?

44. Through the Data Breach, the unauthorized cybercriminal(s) accessed a cache of

highly sensitive Private Information, including the following:

a. names;
b. addresses;

c. email addresses;

d. phone numbers;

e. demographic information;

f. dates of birth;

g. Social Security numbers;

h. health insurance information;

1. health insurance claims information;
] usernames and passwords;

k. medical information;

1. dates of service;

m. medical diagnoses;

12 Data Breach Notice, MASS.GOV (Aug. 2, 2024) https://www.mass.gov/doc/2024-1412-alabama-cardiovascular-

group/download.
13 Id. (emphasis added).

11



DOCUMENT 89

n. medications;

0. images;

p. lab results;

q. treatment information;

I. driver’s license numbers;

S. passport numbers;

t. credit card numbers;

u. debit card information; and
V. bank account information. '

45. On or about August 2, 2024, roughly one month after ACG learned that the Class’s
Private Information was first accessed by cybercriminals, ACG finally began to notify current and
former patients and employees that its investigation determined that their Private Information was
affected.!”

46. In total, the Data Breach exposed the Private Information of 280,534 individuals
(i.e., Plaintiffs and Class Members).!¢ Class Members include the “current or past patient[s] of a
physician at ACG” and the “current or past patient guarantor[s], employee[s], or physician[s] at
ACG.”"

47. ACG had obligations created by contract, industry standards, common law, and
representations made to Plaintiffs and Class Members to keep Plaintiffs’ and Class Members’

Private Information confidential and to protect it from unauthorized access and disclosure.

Y.

5.

16 Cases Currently Under Investigation, U.S. DEPARTMENT OF HEALTH & HUMAN SERVICES,
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf (last visited Dec. 18, 2024).

'7 Data Breach Notice, MASS.GOV (Aug. 2, 2024) https://www.mass.gov/doc/2024-1412-alabama-cardiovascular-
group/download.

12
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48. Plaintiffs and Class Members provided their Private Information to ACG with the
reasonable expectation and mutual understanding that ACG would comply with its obligations to
keep such Information confidential and secure from unauthorized access and to provide timely
notice of any security breaches.

49. ACG’s data security obligations were particularly important given the substantial
increase in cyberattacks against healthcare providers, including cardiology clinics, in recent years.

50. ACG knew or should have known that its electronic records would be targeted by
cybercriminals.

C. The Healthcare Sector is Particularly Susceptible to Data Breaches

51. ACG was on notice that companies in the healthcare industry are susceptible targets
for data breaches.

52. In August 2014, after a cyberattack on Community Health Systems, Inc., the
Federal Bureau of Investigation (“FBI”) warned companies within the healthcare industry that
hackers were targeting them. The warning stated that “[t]he FBI has observed malicious actors
targeting healthcare related systems, perhaps for the purpose of obtaining the Protected Healthcare
Information (PHI) and/or Personally Identifiable Information (PHI).”!®

53. The American Medical Association (“AMA™) has also warned healthcare
companies about the importance of protecting their patients’ confidential information:

Cybersecurity is not just a technical issue; it’s a patient safety issue. AMA

research has revealed that 83% of physicians work in a practice that has
experienced some kind of cyberattack. Unfortunately, practices are learning

18 Jim Finkle, FBI Warns Healthcare Firms that they are Targeted by Hackers, REUTERS (Aug. 2014)
https://www.reuters.com/article/us-cybersecurity-healthcare-fbi/fbi-warns-healthcare-firms-they-are-targeted-by-
hackers-idUSKBN0GK24U20140820.

13
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that cyberattacks not only threaten the privacy and security of patients’
health and financial information, but also patient access to care. '

54. The healthcare sector reported the second largest number of data breaches among
all measured sectors in 2018, with the highest rate of exposure per breach.?’ In 2022, the largest
growth in compromises occurred in the healthcare sector.?!

55. Indeed, when compromised, healthcare related data is among the most sensitive and
personally consequential. A report focusing on healthcare breaches found that the “average total
cost to resolve an identity theft-related incident ... came to about $20,000,” and that the victims
were often forced to pay out-of-pocket costs for healthcare they did not receive in order to restore
coverage.?

56.  Almost 50 percent of the victims lost their healthcare coverage as a result of the
incident, while nearly 30 percent said their insurance premiums went up after the event. Forty
percent of the customers were never able to resolve their identity theft at all. Data breaches and
identity theft have a crippling effect on individuals and detrimentally impact the economy as a
whole.?

57.  Healthcare related breaches have continued to rapidly increase because electronic
patient data is seen as a valuable asset. “Hospitals have emerged as a primary target because they

sit on a gold mine of sensitive personally identifiable information for thousands of patients at any

19 Andis Robeznieks, Cybersecurity: Ransomware attacks shut down clinics, hospitals, AM. MED. ASS’N. (Oct. 4,
2019) https://www.ama-assn.org/practice-management/sustainability/cybersecurity-ransomware-attacks-shut-down-
clinics-hospitals.

202018 End-of-Year Data Breach Report, IDENTITY THEFT RESOURCE CENTER, https://www.idtheftcenter.org/wp-
content/uploads/2019/01/ITRC_2018-EOY-BREACH-REPORT-KEY-FINDINGS.pdf (last visited on Nov. 15,
2024).

21 2022 End-of-Year Data Breach Report, IDENTITY THEFT RESOURCE CENTER, https://www.idtheftcenter.org/wp-
content/uploads/2023/01/ITRC_2022-Data-Breach-Report_Final-1.pdf (last visited on Nov. 15, 2024).

22 Elinor Mills, Study: Medical identity theft is costly for victims, CNET (March 3, 2010)
https://www.cnet.com/news/privacy/study-medical-identity-theft-is-costly-for-victims/.

BId.

14
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given time. From social security and insurance policies, to next of kin and credit cards, no other
organization, including credit bureaus, have so much monetizable information stored in their data
centers.”?*
58. As a healthcare provider, ACG knew, or should have known, the importance of
safeguarding its patients’ Private Information, including PHI, entrusted to it, and of the foreseeable
consequences if such data were to be disclosed. These consequences include the significant costs
that would be imposed on ACG’s patients as a result of a breach. ACG failed, however, to take
adequate cybersecurity measures to prevent the Data Breach from occurring.
D. ACG Failed to Comply with HIPAA

59. Title II of HIPAA contains what are known as the Administration Simplification
provisions. See 42 U.S.C. §§ 1301, ef seq. These provisions require that HHS create rules to
streamline the standards for handling PHI similar to the data Defendant left unguarded and
vulnerable to attack. The HHS has subsequently promulgated five rules under authority of the
Administrative Simplification provisions of HIPAA.

60. ACG’s Data Breach resulted from a combination of insufficiencies that indicate
ACG failed to comply with safeguards mandated by federal statutes, HIPAA regulations and
industry standards. First, it can be inferred from ACG’s Data Breach that ACG either failed to
implement, or inadequately implemented, information security policies or procedures to protect
Plaintiffs’ and Class Members’ PHI.

61. Plaintiffs’ and Class Members’ Private Information compromised in the Data

Breach included “protected health information™ as defined by CFR § 160.103.

24 Byal Benishti, How to Safeguard Hospital Data from Email Spoofing Attacks, CHIEF HEALTHCARE EXECUTIVE
(April 4, 2019) https://www.chiethealthcareexecutive.com/view/how-to-safeguard-hospital-data-from-email-
spoofing-attacks.

15
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62. 45 CFR § 164.402 defines “breach” as “the acquisition, access, use, or disclosure
of protected health information in a manner not permitted under subpart E of this part which
compromises the security or privacy of the protected health information.”

63. 45 CFR § 164.402 defines “unsecured protected health information” as “protected
health information that is not rendered unusable, unreadable, or indecipherable to unauthorized
persons through the use of a technology or methodology specified by the [HHS] Secretary[.]”

64. Plaintiffs’ and Class Members’ Private Information included “unsecured protected
health information” as defined by 45 CFR § 164.402.

65. Plaintiffs’ and Class Members’ unsecured PHI was acquired, accessed, used, and/or
disclosed in a manner not permitted under 45 CFR, Subpart E, as a result of the Data Breach.

66. Based upon Defendant’s Notice to Plaintiffs and Class Members, ACG reasonably
believes that Plaintiffs’ and Class Members’ unsecured PHI has been acquired, accessed, used,
and/or disclosed in a manner not permitted under 45 CFR, Subpart E, as a result of the Data Breach.

67. Plaintiffs’ and Class Members’ unsecured PHI that was acquired, accessed, used,
and/or disclosed in a manner not permitted under 45 CFR, Subpart E as a result of the Data Breach
was not rendered unusable, unreadable, or indecipherable to unauthorized persons.

68. ACG reasonably believes that Plaintiffs’ and Class Members’ unsecured PHI that
was acquired, accessed, used, and/or disclosed in a manner not permitted under 45 CFR, Subpart
E as a result of the Data Breach was not rendered unusable, unreadable, or indecipherable to
unauthorized persons.

69. Plaintiffs’ and Class Members’ unsecured PHI that was acquired, accessed, used,

and/or disclosed in a manner not permitted under 45 CFR, Subpart E as a result of the Data Breach,

16
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and which was not rendered unusable, unreadable, or indecipherable to unauthorized persons, was
viewed by unauthorized persons.

70. Plaintiffs’ and Class Members’ unsecured PHI was viewed by unauthorized persons
in a manner not permitted under 45 CFR, Subpart E as a result of the Data Breach.

71. ACG reasonably believes that Plaintiffs’ and Class Members’ unsecured PHI was
viewed by unauthorized persons in a manner not permitted under 45 CFR, Subpart E as a result of
the Data Breach.

72. It is reasonable to infer that Plaintiffs’ and Class Members’ unsecured PHI that was
acquired, accessed, used, and/or disclosed in a manner not permitted under 45 CFR, Subpart E as
a result of the Data Breach, and which was not rendered unusable, unreadable, or indecipherable
to unauthorized persons, was viewed by unauthorized persons.

73. It should be rebuttably presumed that unsecured PHI acquired, accessed, used,
and/or disclosed in a manner not permitted under 45 CFR, Subpart E, and which was not rendered
unusable, unreadable, or indecipherable to unauthorized persons, was viewed by unauthorized
persons.

74. After receiving notice that they were victims of the Data Breach (which required
the filing of a data breach report in accordance with 45 CFR § 164.408(a)), it is reasonable for
recipients of that notice, including Plaintiffs and Class Members in this case, to believe that future
harm (including medical identity theft) is real and imminent, and to take steps necessary to mitigate
that risk of future harm.

75. In addition, ACG’s Data Breach could have been prevented if ACG had
implemented HIPAA mandated, industry standard policies and procedures for securely disposing

of PHI when it was no longer necessary and/or had honored its obligations to its patients.

17
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ACG’s security failures also include, but are not limited to:

Failing to maintain an adequate data security system to prevent data loss;
Failing to mitigate the risks of a data breach and loss of data;

Failing to ensure the confidentiality and integrity of electronic protected
health information ACG creates, receives, maintains, and transmits in
violation of 45 CFR 164.306(a)(1);

Failing to implement technical policies and procedures for electronic
information systems that maintain electronic protected health information
to allow access only to those persons or software programs that have been
granted access rights in violation of 45 CFR 164.312(a)(1);

Failing to implement policies and procedures to prevent, detect, contain,
and correct security violations in violation of 45 CFR 164.308(a)(1);
Failing to identify and respond to suspected or known security incidents;
Failing to mitigate, to the extent practicable, harmful effects of security
incidents that are known to the covered entity, in violation of 45 CFR
164.308(a)(6)(ii);

Failing to protect against any reasonably-anticipated threats or hazards to
the security or integrity of electronic protected health information, in
violation of 45 CFR 164.306(a)(2);

Failing to protect against any reasonably anticipated uses or disclosures of
electronic protected health information that are not permitted under the
privacy rules regarding individually identifiable health information, in

violation of 45 CFR 164.306(a)(3);
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] Failing to ensure compliance with HIPAA security standard rules by
Defendant’s workforce, in violation of 45 CFR 164.306(a)(94); and

k. Impermissibly and improperly using and disclosing protected health
information that is and remains accessible to unauthorized persons, in
violation of 45 CFR 164.502, ef seq.

77. Because ACG has failed to comply with federal and state statutes and HIPAA,
while monetary relief may cure some of Plaintiffs’ and Class Members’ injuries, injunctive relief
is also necessary to ensure ACG’s approach to information security is adequate and appropriate
going forward. ACG still maintains the PHI and other highly sensitive PII of its current and former
patients, including Plaintiffs and Class Members. Without the supervision of the Court through
injunctive relief, Plaintiffs’ and Class Members’ Private Information remains at risk of subsequent
data breaches.

E. ACG Failed to Comply with FTC Guidelines

78. The Federal Trade Commission (“FTC”) has promulgated numerous guides for
businesses which highlight the importance of implementing reasonable data security practices.
According to the FTC, the need for data security should be factored into all business decision
making. Indeed, the FTC has concluded that a company’s failure to maintain reasonable and
appropriate data security for consumers’ sensitive personal information is an “unfair practice” in
violation of Section 5 of the Federal Trade Commission Act (“FTCA”), 15 U.S.C. § 45. See, e.g.,

FTC v. Wyndham Worldwide Corp., 799 F.3d 236 (3d Cir. 2015).
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79. In October 2016, the FTC wupdated its publication, Protecting Personal
Information: A Guide for Business, which established cybersecurity guidelines for businesses.?” .
The guidelines note that businesses should protect the personal customer information that they
keep, properly dispose of personal information that is no longer needed, encrypt information stored
on computer networks, understand their network’s vulnerabilities, and implement policies to
correct any security problems. The guidelines also recommend that businesses use an intrusion
detection system to expose a breach as soon as it occurs, monitor all incoming traffic for activity
indicating someone is attempting to hack into the system, watch for large amounts of data being
transmitted from the system, and have a response plan ready in the event of a breach.

80. The FTC further recommends that companies not maintain PII longer than is
needed for authorization of a transaction, limit access to sensitive data, require complex passwords
to be used on networks, use industry-tested methods for security, monitor the network for
suspicious activity, and verify that third-party service providers have implemented reasonable
security measures.

81. The FTC has brought enforcement actions against businesses for failing to
adequately and reasonably protect customer data by treating the failure to employ reasonable and
appropriate measures to protect against unauthorized access to confidential consumer data as an
unfair act or practice prohibited by Section 5 of the FTC Act, 15 U.S.C. § 45 et seq. Orders
resulting from these actions further clarify the measures businesses must take to meet their data
security obligations.

82. Such FTC enforcement actions include those against businesses that fail to

2 Protecting Personal Information: A Guide for Business, FEDERAL TRADE COMMISSION (October 2016)
https://www.ftc.gov/system/files/documents/plain-language/pdf-0136_proteting-personal-information.pdf.
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adequately protect customer data, like ACG here. See, e.g., In the Matter of LabMD, Inc., 2016-2
Trade Cas. (CCH) q 79708, 2016 WL 4128215, at *32 (MSNET July 28, 2016) (“[T]he
Commission concludes that LabMD’s data security practices were unreasonable and constitute an
unfair act or practice in violation of Section 5 of the FTC Act.”).

83. Section 5 of the FTC Act, 15 U.S.C. § 45, prohibits “unfair . . . practices in or
affecting commerce,” including, as interpreted and enforced by the FTC, the unfair act or practice
by businesses like ACG of failing to use reasonable measures to protect Private Information they
collect and maintain from consumers. The FTC publications and orders described above also form
part of the basis of ACG’s duty in this regard.

84. The FTC has also recognized that personal data is a new and valuable form of
currency. In an FTC roundtable presentation, former Commissioner Pamela Jones Harbour stated
that “most consumers cannot begin to comprehend the types and amount of information collected
by businesses, or why their information may be commercially valuable. Data is currency. The
larger the data set, the greater potential for analysis and profit.”?°

85. As evidenced by the Data Breach, ACG failed to properly implement basic data
security practices. ACG’s failure to employ reasonable and appropriate measures to protect against
unauthorized access to Plaintiffs’ and Class Members’ Private Information constitutes an unfair
act or practice prohibited by Section 5 of the FTCA.

86. ACG was at all times fully aware of its obligation to protect the Private Information

of its patients yet failed to comply with such obligations. Defendant was also aware of the

significant repercussions that would result from its failure to do so.

26 FTC Commissioner Pamela Jones Harbour, Remarks Before FTC Exploring Privacy Roundtable, FEDERAL TRADE
CoMMISSION (Dec. 7, 2009) https://www.ftc.gov/sites/default/files/documents/public_statements/remarks-ftc-
exploring-privacy-roundtable/091207privacyroundtable.pdf.
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F. ACG Failed to Comply with Industry Standards

87. As noted above, experts studying cybersecurity routinely identify businesses as
being particularly vulnerable to cyberattacks because of the value of the Private Information which
they collect and maintain.

88. The Center for Internet Security’s (CIS) Critical Security Controls (CSC)
recommends certain best practices to adequately secure data and prevent cybersecurity attacks,
including Critical Security Controls of Inventory and Control of Enterprise Assets, Inventory and
Control of Software Assets, Data Protection, Secure Configuration of Enterprise Assets and
Software, Account Management, Access Control Management, Continuous Vulnerability
Management, Audit Log Management, Email and Web Browser Protections, Malware Defenses,
Data Recovery, Network Infrastructure Management, Network Monitoring and Defense, Security
Awareness and Skills Training, Service Provider Management, Application Software Security,
Incident Response Management, and Penetration Testing.?’

89. The National Institute of Standards and Technology (“NIST”) also recommends
certain practices to safeguard systems, such as the following:

a. Control who logs on to your network and uses your computers and
other devices.

b. Use security software to protect data.
c. Encrypt sensitive data, at rest and in transit.
d. Conduct regular backups of data.

e. Update security software regularly, automating those update